


ABSTRACT


(PROTECTING LOCATION PRIVACY IN SENSOR NESTWORK)

                    While many protocols for sensor network security provide confidentiality for the content of messages, contextual information usually remains exposed. Such contextual information can be exploited by an adversary to derive sensitive information such as the locations of monitored objects and data sinks in the field. Attacks on these components can significantly undermine any network application. Existing techniques defend the leakage of  location information from a limited adversary who can only observe network traffic in a small region. However, a stronger adversary, the global eavesdropper, is realistic and can defeat these existing techniques. 

    This paper first formalizes the location privacy issues in sensor networks under this strong adversary model and computes a lower bound on the communication overhead needed for achieving a given level of location privacy. These techniques provide trade-offs between privacy, communication cost, and latency. Through analysis and simulation, we demonstrate that the proposed techniques are efficient and effective for source and sink location privacy in sensor networks.




Existing system:
     In the existing system,  existing techniques defend the leakage of location information from a limited adversary who can only observe network traffic in a small region. However, a stronger adversary, the global eavesdropper, is realistic and can defeat these existing techniques.


Proposed System: 
   
     In proposed system, we find the solution for the above noticed problem using some techniques like cryptography and fake signals.

In this is project we are using the fake signal technique to confuse the eavesdroppers(hacker). Even  eavesdroppers get the information from the sensor nodes, They enable to analyze and differentiate the correct signal and fake signal.

 

Software Requirements 
Microsoft Windows XP Professional
JDK 6.0
Java Swing
Database: 

Hardware Requirements
Pentium 4 processor
1 GB RAM
80 GB Hard Disk Space


